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The right to privacy:
‘more data protection due

o any people are unaware of the
M factthata majority oflife’s
everyday transactions involve

. some collection of personal data. Every, .

| time you apply forajob, purchase goods
‘with a credit card, surf the Internet, or’

|' juststroll through a department store,
your data is being collected. Sometimes,
this is with your consent, but most of the
time itis without.

Theleast-harmful consequence of
personal data misuse comes jn the form

- of junk e-mail, more commonly known
as spam. Itis annoying, but rarely harmful,
provided the recipient is not easily fooled.
Yet this nuisance can and doeslead to :
more harmful events.- .

Take the case of Mr A, who has alarge
overdue balance on his credit card. Mr
A’s credit-card company sends collection

- notices to his home, but he fails torepay - -
thedebt. So, in an effort to collect, the
financial institution sends a letter toMr -
. A’'semployer: seekmg his help. Clearly,
MrA’s reputation is atrisk, as his employer
. nowknows thathe isin debt. Howisit -
“possible to protect MrA's personal data
‘fromsuchrelease?. )

Inanother example, Mr B receives:
manyletters and telephone calls from
‘people who possess his personal data
although he has never personally '
authorised the release of this 1nformat10n
These calls are bothersome and frequently
disrupt him while he is working. CanMr
B’s personal databe protected in such -
situations? * g

The two forms of intrusive behavmur
cned above. may not cause immediate .
“alarmto the vast majority.of people.
However, a socxety with widely available -
-personal datai 1sn 'tsomething that many
desire either. So, is there alaw that protects ..
these types of situations from occurring?

" Current Privacy Law; Thailand does
have atemporary constitutional provision
“that protects the right to'privacyand |
" guarantees basicrightsin accordance‘

1 with demogratic ruleand i internatio nal.
" obligations. Beyond the Constitutior
thereis no specific law offering direg
-protection for privacy rights. Yet, there: ¢
‘are other laws which allowan aggrteved
person tofileaclaim against someone:
who m]ures his or her reputation. -

»

the Penal Code imposes criminal penalties

when people in professions of trust (i.e.

medical practitioners, lawyers, auditors, '
“etc) use your personal informationina -

way that causes injury to your reputation :

Section 326 imposes similar penalties
fordamage to reputation under Thailand’s
‘criminal defamation statute. - .
Asregards civil action, Section 420 of
- the Civil and Commercial Code provides
relieffor “wrongful acts”, wherein .
releasing private information of another,

“aperson w1llfullyor neghgently 1njures
another. However, pursuing claims under
.the currentlegal framework may require -
significant investment of time, money
and resources, all for uncertain financial
recovery. Consequently, it is likely that

. MrAwilllet the matter pass without

bringing those responsibleto coutt. -
The Draft Privacy Law: To rectify these
inadequacies, lawmakers have proposed:
the Personal Data Protection Act (PDPA).
Previously under consideration by the
Information and Communication
Technology ministry, it is expected that
‘the PDPA will soon be re-evaluated for
further legislative consideration. One of
‘the purposes of the PDPAis to close the
privacy-law loophole by offering specific
statutory provisions protecting the right
_“toprivacy. The PDPA willregulatethe .
“collection, retention, and flowof personal
data '
'’i“Personal data” under the PDPA means
- “any factrelating to a person, | from which
-that person can be identified directly or
‘indirectly.” Also, the PDPA provides that
‘the holder/controllerofa personal data
.record is forbidden from usingor -
dlsclosmg the personal data to third -
parues without consent. Lo
The PDPA thus obllgates all data

collectors to obtain consent from.the.
data owner before releasing their personal
data. The PDPA should effectively reduce - '
‘thelikelihood of Mr A’s situation
occurring, since it prohibits data collectors :
- from exposing data to third parties,

~ regardless of whether that data damages

the data owner’s reputation. That s, it -

" deems the action of distributing data to

third parties without consent illegal, while

the currentlaw limits illegality to

situations in which data has already been

distributed and has then damaged the

data owner’sreputation.. .. ,
- Another interesting feature of the PDPA

" is the establishment of the Personal Data

" Protection Board. The PDPA empowers

‘the Board to dea] with Complamts made
by injured persons and givesitthe ..
authonty todecide on disputes between
parties'and to prosecute the offenders .
‘asitdeems appropriate.Thus, theBoard
isan essential element to the effectweness

. of the PDPA, providing the public with
'Insome cases, criminal sanctions may
be imposed. For example, Section 323 of

.better access to lay complaints against

_those who violate its provisions.,

- Astechnology evolves, the laws of
. Thailand must adapt to counter its

- 'undesirdble consequences. The PDPA

strlves to dojust that

Wntten by Kasamesunt Teerasntsathapom,

" Attorney; Muk Chivakul, Paralegal; and * .

Michael Ramirez, Consultant, Dispute '
Resolution Department, Tilleke & Gibbins -
International Ltd. Please send comments or
suggestions to Marilyn Tinnakul at
manIyn@hllekeandglbbms com
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